Luz , Saber

LUZ Y SABER

The Official Research Scholarly Journal of
Colegio de San Juan de Letran — Manila
Volume 18 Issue 1

EISSN: 2244-6338

22

SOCIAL MEDIA USERS' RISK PERCEPTION, AWARENESS, AND BEHAVIOR TOWARDS
PRIVACY AMONG STUDENTS OF A PRIVATE COLLEGE

Maria Luisa M. Carlos, Cristina D. delos Santos, Ramon S. Olaez Ill, Winchell B. Palomeno

Faculty Member, College of Engineering and Information Technology

ABSTRACT

Social media connects people in today’s society; however, its large user base is vulnerable to security threats. This study explores the relationship between

perceived privacy risks, awareness, and protection behavior. A face-to-face survey conducted in March 2023 examined socio-demographics, social

media use, risk perception, privacy awareness, and protection behaviors. Using Pearson correlation, the study found a strong link between perceived risk

and protective actions, as well as between privacy awareness and behavior. Among 332 stratified random participants, most were female students aged
20-22. The results suggest that respondents are highly aware of privacy risks and actively take steps to protect their personal data. These findings

highlight the need for educational institutions to implement social media privacy awareness training programs to reinforce safe practices and safeguard

student information online.
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INTRODUCTION

Social media is a popular communication tool among students, who frequently
use platforms like Facebook, Twitter, and YouTube. As of January 2023, there
were approximately 4.76 billion social media users worldwide (Statista).
Facebook remains the leading platform, with around 2.9 billion active users. In
the Philippines, about 30.5% of Facebook users were aged 18 to 25 as of
December 2022. With 84.07 million digital users recorded in January 2022, the
country ranked ninth globally. Owing to its exceptionally high engagement rates,
the Philippines has often been referred to as the “social media capital of the
world.”

Social media platforms (SMPs) allow individuals to interact, share experiences,
and explore their environment, reducing communication barriers (Bishop, 2019;
Oducado et al,, 2019). While social media has become integral to daily life,
privacy breaches have also risen (Tao et al., 2019; Jozani, 2020). Notable
breaches include 700 million LinkedIn users’ data leaked in June 2021, 500
million records scraped by a “God User,” and Facebook's 2021 breach
exposing 533 million users’ data (Hill & Swinhoe, 2022). These incidents highlight
growing privacy risks linked to widespread social media use.

Users of SMPs often share personal data due to high trust levels. This trust is
exploited by attackers who collect data for malicious purposes, posing major
privacy and security risks (Kayes & lamnitchenko, 2017). Cyberattacks and data
breaches can cause serious harm. Despite awareness of these risks, users
frequently trade privacy for online services. It is essential for users to understand
these dangers and take protective measures when storing information online.

This study examines students' risk perceptions, awareness, and privacy protection
behaviors in relation to their use of social media. The research findings could aid
educational institutions in providing comprehensive education on privacy to
students. Also, this study could influence the privacy protection strategies
individuals utilize on SMPs.

Theoretical framework

Theory of Ritualized Media Use

The Theory of Ritualized Media Use (TRMU) suggests media consumption goes
beyond information or entertainment, becoming part of daily routines for
relaxation and social interaction (Barth et al., 2017; Rubin, 1984). Rituals include
scheduled viewing or casually flipping through channels (Strecker et al., 2015).
Similarly, social media use becomes habitual, increasing engagement (Hossain,

2019). However, repeated use may lead to personal information disclosure and
privacy risks. Users must be cautious and weigh the benefits and risks before
sharing personal data online (Schmidt et al., 2022).

This theory provides additional insight into the tremendous popularity of SMPs
such as Facebook and their apparent disregard for users' privacy.

Uses and gratification theory

The uses and gratifications theory explains that individuals choose media based
on personal needs. Social media use is driven by desired gratifications,
influenced by user traits like age, gender, and personality (Katz et al.,, 1973;
Olpin et al., 2023; Kircaburun, 2020).

Social media use differs by platform, driven by personal choice and
gratification. Users engage for various reasons, including building relationships,
seeking information, leisure, comfort, self-enhancement, monitoring others, and
social interaction (Masciantonio & Bourguignon, 2023; Falgoust et al., 2022;
Hossain, 2019; Alhabash & Ma, 2017). Preferences reflect individual autonomy
and motivations behind media engagement.

Protection Motivation Theory

Protection motivation theory (PMT) explains protective behavior through four
fear appeal components: severity, likelihood, response effectiveness, and self-
efficacy (Maddux & Rogers, 1983). It focuses on threat and coping appraisal-
assessing danger and vulnerability, and the ability to manage threats. People
valuing privacy often take more protective actions (Baruh et al., 2017; Biichi et
al., 2017).

The theory offers a framework for describing individuals' risk perception and
their ability to defend against potential threats instead of highlighting the
motives for disclosing or not disclosing private information. The use of PMT in the
realm of privacy demonstrates how perceptions may impact people's actions.

Literature review

Perceived privacy risk

People often feel uncertain when faced with ambiguity. Slovic (2000) defines
risk perception as a subjective interpretation shaped by knowledge and
confidence. In social media, privacy risk refers to threats users face when sharing
personal data. Many users overlook these risks, especially those with limited
internet knowledge (Alguliyev et al,, 2018; Kayes & lamnitchi, 2017). While
privacy settings offer some control, they do not ensure full protection (Office of
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the Privacy Commissioner of Canada, 2019). This study examines whether users
perceive privacy risks when using SMPs.

Privacy awareness

Privacy awareness involves understanding how personal data is protected, its
presence online, and its future implications (Correia & Compeau, 2017). The
National Privacy Commission (2022) stresses its importance in fostering a
privacy-conscious culture in the Philippines. A lack of awareness may expose
users to cyberattacks (Jain et al., 2021). Since social media collects vast data,
users must understand how it’s gathered and shared, adjust privacy settings, and
be cautious when sharing information (Lee & Attablayo, 2023).

This issue prompted us to investigate consumers' awareness of privacy factors
such as social sharing visibility, information sharing with third parties, privacy
settings, and security measures on social media sites.

Visibility of profile information

Visibility refers to how much personal content is seen by others (Limecube, 2022).
Limiting visibility to selected individuals helps protect horizontal privacy but may
not fully safeguard vertical privacy, as platforms or third parties can still access
and use the data (Bartsch & Dienlin, 2016; Quinn & Epstein, 2018).

Privacy settings

Social media platforms have default privacy settings that users should adjust
before posting. These settings help limit interactions with specific followers (Monti
& Wacks, 2019). However, they can be confusing, leading most users to stick
with defaults (Fiesler et al., 2017). Privacy-conscious users must understand these
settings, even if they offer limited protection. For example, Facebook allows
users to control data visibility, but many struggle to use the tools effectively.

Sharing information with third parties

Social media privacy is a major concern, as third parties can access and misuse
user data. The Facebook-Cambridge Analytica breach showed data was taken
without consent (Meredith, 2018). Such access exposes users to identity theft,
stalking, blackmail, and other serious privacy risks.

Security measures

Personal data security awareness involves understanding social media security
measures to prevent cyberattacks caused by user ignorance. Users must learn
basic protections—like using strong passwords, avoiding information disclosure,
updating software, and using antivirus tools—to reduce third-party threats
(Kurniawan, 2023; Lavany & Santharooban, 2021).

Privacy protection behavior

Individuals use various strategies to safeguard their online privacy, especially
amid concerns over data collection and third-party disclosure. Privacy protection
involves limiting shared personal information on social media (Park & Kim, 2020)
and applying safeguards (Baruh et al., 2017). Protective behaviors, such as
adjusting privacy settings and controlling disclosures, help users manage
perceived privacy risks (Milne et al., 2009). User behavior plays a vital role in
privacy management by enabling selective sharing of information and interests
within social networks. These actions reflect a proactive approach to protecting
personal data in today's digital environment.

For this study, we considered the following indicators to be routinely performed:
limiting search engines, controlling followers, reviewing posts, limiting contact,
blocking users, limiting connections, disabling location services, receiving
notifications, and utilizing 2-Step verification.

Perceived privacy risk and privacy protection behavior

Perceived privacy risk influences social media privacy and security behaviors,
though findings are mixed. Koochaksaraee (2019) found no link between risk
perception and behavior, highlighting the role of trust and privacy concerns. In
contrast, Van Schaik et al. (2017) and Zhou and Liv (2017) found that higher
perceived risks lead to more precautionary actions and privacy protections,
especially among Facebook users and Chinese teenagers.

The given hypothesis was tested based on the given scenarios. (H1): There is no

significant relationship between perceived privacy risk and the privacy behavior
of active social media users.
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Privacy awareness and privacy protection behavior

Studies have shown a link between perceived privacy awareness and behavior.
Zwilling et al. (2022) found a positive relationship between cybersecurity
awareness and protection behaviors. As awareness increased, so did efforts to
prevent cyberattacks. Those with greater cybersecurity knowledge took more
precautions, especially when using familiar defense methods. Additionally,
individuals’ understanding of internet use influenced how awareness translated
into protective actions, suggesting that digital literacy plays a key role in shaping
effective privacy behaviors.

Given the scenario, the following hypothesis was examined: (H2): There is no
significant relationship between awareness and the behavior of active social
media users.

Synthesis of the Literature

We looked at how privacy risks and how aware people are of privacy affect
their behavior online. Most studies say that when people think there's more risk
and are more aware, they are more likely to act safely on social media. But
most of this research focuses on general groups of people, not specifically on
students at private colleges, who might have different challenges and ways of
using the internet. Also, many studies look at risk and awareness separately, not
together, when it comes to how they affect privacy actions. This study aims to fill
those gaps by looking at these factors within a private college setting. The goal
is to create a real-world program that helps students better protect their privacy
online through education and training.

Conceptual framework

The conceptual model shows how privacy risk, privacy awareness, and privacy
protection behavior are connected among social media users at a private
college. The focus of the study is on the students, who serve as the primary
subjects of the research. The two main factors are looked at: privacy risk and
privacy awareness. Privacy risk means how much people think they are in danger
from using social mediaq, like having their identity stolen, their data leaked, or
their personal info used wrongly. Privacy awareness is about how much people
know and understand privacy issues and the ways they can keep their personal
data safe. Both factors are thought to affect privacy protection behavior, which
is what people do to keep their privacy safe online.

Specifically, Hypothesis 1 (H1) assumes that individuals who perceive greater
risks are more likely to engage in protective behaviors, while Hypothesis 2 (H2)
assumes that individuals with higher levels of awareness will also demonstrate
stronger privacy protection behaviors. The model also shows how this study can
help in real life. The connections between these factors will be used to create a
social media education and training program. This program is meant to help
students learn more about privacy and how to protect themselves online. In short,
the conceptual model gives both a theory and a practical way to link how people
see risks and awareness to their actions, and how that can lead to better ways
of using social media safely and responsibly.
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Figure 1. Proposed conceptual model
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METHODS

Research Design

The present study employed a quantitative and descriptive correlational
research method to assess if perceived privacy risk and awareness influence
privacy behavior in the use of social media. Quantitative research involves
collecting, analyzing, and interpreting narrative and non-numerical data to



understand better a given situation (Gay et al., 2006). This study was classified
as descriptive research that aims to provide a detailed account of a phenomenon
and its attributes. Descriptive correlational research is employed to depict the
relationship between variables rather than to deduce causal relationships.

(Lappe, 2000).

Subjects

The sample selection employed a stratified random sampling technique,
employing college departments as the stratum to ensure proportional allocation.
Stratified sampling is a random sampling technique in which researchers divide
a population into smaller sections based on comparable characteristics and then
randomly choose a sample from these groupings (Simkus, 2022). The sample
came from Colegio de San Juan de Letran (CSJL) in Manila. The population
sample consisted of 332 collegiate students who were enrolled at CSJL during
the second semester of SY 2022-2023. More than 98% of college-aged
individuals use SMPs. (Zedd, 2023).

Study site

The study focused on collegiate students at CSIJL in Intramuros, Manila. The
sample consists exclusively of collegiate students who have active social media
accounts. School is ideal for the study because college students who grew up
with social media need validation and affirmation more than ever (Zedd, 2023).

Instrumentation

The questionnaire was adapted from previous research conducted in privacy
studies. The items concerning perceived risks and behaviors were adapted from
Koochaksaraee (2019), while those about privacy awareness came from
Tuunainen et al. (2009). The questionnaire was divided into five sections to
gather the needed information from participants. Part 1 of the study includes the
students' profiles, social media use, and frequency of use. Part 3 focused on
their perception of the risks associated with SMPs. Part 4 covers awareness of
security and privacy, while the final part refers to behavior on social media.

A pilot test at another school assessed the survey’s reliability using Cronbach's
alpha, which measured internal consistency (Tavakol & Dennick, 2011). The
resulting value of 0.924 indicates strong reliability, confirming that all test items
used in the survey instrument are acceptable for this research.

Data collection procedure and ethical consideration

After determining the scope of the study, we implemented a systematic protocol
to begin data collection. Permission to collect responses from higher education
departments was asked by the Research and Publications Department. The RPD
endorsement letter was then sent to the respective department, informing them
of the matter. The survey was conducted in person (pen and paper).

The research followed ethical standards, ensuring students' voluntary
participation and compliance with the Data Privacy Act of 2012. Informed
consent was obtained through the survey’s first page, which outlined research
details and participant rights. Selecting “yes” indicated consent. Confidentiality
was maintained by avoiding the use of identifiable personal information.

Data analysis

The data were collected, processed, and analyzed using various statistical
methods. The percentage of data in the profile (gender, age, department, and
year level) was calculated using frequency and percentage distribution. Then,
weighted mean was used to calculate the average response value for privacy
perception, awareness, and protection behavior.

The Pearson correlation coefficient was used to assess the relationship between
the variables in the study, which include privacy perception, awareness, and

protection behavior. Finally, data were evaluated using SPSS software with a
significance level of 0.05.

RESULTS

Demographic Profile

Table 1. Profile of Respondents

Demographic Profile Frequency Percentage
Sex Male 132 39.8
Female 200 60.2
Age 17-19 years old 113 34.0
20-22 years old 196 59.0
23 and above 23 6.9
Department CBAA 183 55.1
CLAS 89 26.8

Luz y Saber Vol. 18, No. 1 (November 2025)

24

CEIT 55 16.6

COED 5 1.2

Year Level Freshmen 104 31.3
Sophomore 147 44.3

Junior 50 151

Senior 30 9.0

TOTAL 332 100

The table indicates that out of 332 participants, 60.2% (f = 200) are female,
and 39.8% (f = 132) are male. The table shows that 59% of respondents are
20-22 years old, and 34% are 17-19 years old. The remaining 6.9% are 23
years old or older. In addition, most of the respondents (55.1%) were from
CBAA, followed by 34% from CLAS, 16.6% from CEIT, and only 5% from COED.
Regarding the academic year level, 147 students are sophomores (44.3%), 104
are freshmen (31.3%), 50 are juniors (15.1%), and 30 are seniors (9%).

Social Media Platforms and their frequency of use
Figure 2 depicts the SMPs used by respondents and their frequency of use.
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Figure 2. Frequency of use of social media platforms

The table reveals that 99.7% of the 332 people use Facebook, while Instagram
was the second most popular SMP among the 332 respondents, with 311
(93.7%) individuals using it. YouTube was ranked third by 93.1% of
respondents.  Other SMPs include TikTok (79.25%), Twitter (46.15%), and
Snapchat (13.6%). Most respondents utilize the top three SMPs daily, as the
graph illustrates. Some respondents used these platforms on a biweekly or
weekly basis.
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Figure 3. Purpose of social media use

Figure 3 shows that most respondents (99%) use SMP for communication
purposes, followed by enjoyment (95%), information (93%), and watching
movies (92%).

Perceived privacy risk
Table 3 displays the perceived risks of utilizing SMPs.

Table 3. Perceived Risks Involved in Using Social Media Platforms
Statements Mean Interpretation

1. The risk of social media security threats to the average

3.91 Very High
user. ery hig
2. The risk of social media privacy breaches to an average 3.06 Very High
user.

3. The chance that an average user will fall victim to a
. Vi High
security breach through social media. 3.93 ery Hig
4.. A soc.iul media users’ vulnerability to security and 4.06 Very High
privacy issues.
Weighted Mean 3.95 Very High

Respondents perceived social media usage as very high risk (mean = 3.95). It is
vulnerable to security and privacy issues (mean = 4.06). Additionally,
respondents believed that average users were at a very high risk of having their
social media privacy violated (mean = 3.96). Furthermore, the chance that an
average user will fall victim to a security breach (mean = 3.93) or security threat
(mean = 3.91) is also very high.



Privacy awareness
Table 4 presents the respondents’ level of awareness regarding the security and
privacy features of the social media platforms (SMPs) they use.

Table 4. Awareness of Security and Privacy

Statements Mean Interpretation
1. Visibility of profile information.. 4.40 Extremely Aware
2. Privacy Setting 4.28 Extremely Aware
3. Sharing Information with Third Party 4.48 Extremely Aware
4. Security Measures 3.87 Very Aware
Weighted Mean 4.15 Very Aware

Table 4 indicates that the respondents possess a high level of awareness
regarding the security and privacy of the various SMPs they utilize, with an
overall mean score of 4.15. Respondents are “extremely aware” that they may
share information with a third party (mean = 4.48), their profile information is
visible (4.40), and they have knowledge of privacy settings (mean = 4.28).
However, they are “very aware” of the security measures to protect their account
(mean = 3.87).

Privacy protection behavior
Table 5 presents the respondents’ frequency of engaging in various privacy

protection behaviors on social media to ensure the security of their accounts.

Table 5. Privacy Protection on Social Media

Indicators Mean Interpretation

1. Limit search engines 4.02 Often
2. Control followers 4.24 Always
3. Review posts 4.61 Always
4. Restrict contact 4.30 Always
5. Block users 3.69 Often
6. Limit connections 4.37 Always
7. Disable location services 4.27 Always
8. Get notifications 4.64 Always
9. Use 2-Step verification 4.52 Always

Weighted Mean 4.29 Always

Table 5 displays social media users' various privacy protection behaviors to
safeguard their accounts. Respondents "always" receive noftifications when their
accounts are accessed from new devices (mean = 4.64) and review posts or
photos in which they are tagged (mean = 4.61). Moreover, they “always” use

2-step verification (mean = 4.52), limit connections (mean = 4.37), disable
location services (mean = 4.27), and control followers (mean = 4.24). On the
other hand, respondents “often” limit search engines and block users, if

necessary, especially those with malicious intent (mean = 3.69).

Relationship between perceived risk and awareness with protective behavior
Table 6 shows the Pearson-R correlation coefficient outcomes for the relationship
among perceived risks, privacy awareness, and behavior on social media

Table 6. Relationships of Perceived Risks and A to Privacy Pr Behavior on Social
Media
Variables Pearson-r p-value Decision Conclusion
Risks Behavior 163 .003 Reject Ho Significant
Awareness .339 .000 Reject Ho Significant

The table shows a weak positive correlation (r =.163) between perceived risks
and behavior. A moderately positive correlation (r =.339) exists between
awareness and behavior. The hypotheses are both rejected since their p-values
are.003 and.000, respectively.

DISCUSSION

Demographic Profile

The study shows that most participants are female sophomores aged 20-22 from
CBAA. Meltwater (Howe, 2023], 2022) reported that 53.5% of social media
users in the Philippines are female. Compared to men, women are more vocal,
expressive, and open. The SMP helps them make new friends and stay in touch
with family and friends.

Social Media Platforms and their frequency of use

Social media is increasingly ingrained in people's lives. The study's findings
indicate that Facebook, Instagram, and YouTube are the most frequently utilized
SMPs among the participants. These findings corresponded to the data provided
by Statista and the previous study conducted by Wang et al. (2019). Most
respondents cited the top four reasons for using social media: communication,
entertainment, information, and watching videos. Similar results were found in
the study of Torrijos-Fincias et al. (2021), wherein entertainment and
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communication with peers were cited as the two primary purposes. This result
also supports Oducado's (2019) claim that these SMPs enable individuals to
freely explore their environment, share personal experiences, and break down
communication barriers.

Perceived privacy risk

The findings indicate that participants exhibited high awareness of potential
privacy violations on social media. It demonstrates that students are aware of
potential security and privacy risks. The results indicate that participants viewed
social media as a potential threat and displayed a heightened awareness of
security breaches and risks associated with using SMPs. Users' general awareness
of privacy risks, prior experience with privacy violations, handling highly
confidential information, and personal experiences with privacy threats all
impact how they perceive risk. (Gerber et al., 2018). Interestingly, Torrijos-
Fincias et al. (2021) observed a correlation between security threat awareness
and risk perception. Understanding privacy issues may help users recognize
privacy concerns and reduce risk. It suggests that users have knowledge of the
privacy dangers but are unwilling to stop using SMPs and are prepared to face
the implications.

Privacy awareness

Generation Z exhibits a heightened awareness regarding the proper and
improper utilization of their SMPs, such as Facebook, YouTube, and Instagram.
The study's findings indicate that participants possess a high level of awareness
regarding the potential risks of sharing personal information with third parties,
the need to make their accounts private, and, to some extent, limiting it to specific
followers. It demonstrates that respondents are extremely aware of the need to
optimize the privacy settings of their social media accounts to safeguard their
personal information. Moreover, respondents are also extremely aware of the
visibility of their profile information, which allows the user to control profile
visibility to selected individuals such as acquaintances or colleagues (Bartsch &
Dienlin, 2016; Quinn &Epstein, 2018).

Privacy protection behavior

Findings revealed the respondents' different actions to safeguard the
information they share on social networks. The results of this study support the
claim of Baruh (2017), wherein individuals must only disclose personal
information and implement privacy protection controls.

The respondents always apply these privacy protection controls: they always
get notifications to ensure that they know activities going on to their accounts,
review their posts to avoid bashing or negative comments, they use two-step
verification to make sure that no one else is using their account for any malicious
content, limit connections to avoid threats from a third party, restrict contacts by
declining requests from those who are not seemingly trustworthy; they turn off
location services for them not to disclose their whereabouts at a given moment;
and they control followers only to those who can be trusted. However,
respondents often restrict search engines to protect their privacy and only block
individuals when necessary. The research of Torrijos-Fincias et al. (2021)
revealed that participants employed various strategies to mitigate perceived
risks on social media. These strategies include exercising sound judgment, making
educated choices about the content they post, and preventing individuals
suspected of having fake profiles.

Relationship between perceived risk, privacy awareness, and protective
behavior

The research indicates a significant correlation between risk perception and
privacy protection behavior. The results are consistent with Van Schaik's (2017)
and Zhou and Liv's (2023) research, which found a significant correlation
between social media risk perception and privacy behavior. Both studies
concluded that high-risk perception leads individuals to view the online
gathering, utilization, and dissemination of personal information as a significant
threat to their risk, subsequently engaging in preventative measures to mitigate
such risks. In line with this interpretation, individuals with frequent usage and
greater exposure to SMPs tend to perceive higher levels of risk. This may be
attributed to their previous experiences with specific dangers, or their enhanced
perception of the risks based on their experience and knowledge gained.
Generation Z reaped the benefits of social media while still preventing risks,
which helped them develop strong privacy practices.

This finding contradicts Koochaksaraee (2019), who found no link between risk
perception and privacy behavior. Users often accept high risks due to the
perceived benefits of social media (Acquisti & Gross, 2006). Van der Schyff et
al. (2023) noted that trust increases users' willingness to share information.



Furthermore, this study reveals a significant relationship between privacy
awareness and privacy protection behavior. This finding is consistent with
Zwilling et al.'s (2022) study, which demonstrated that awareness mediates the
relationship between knowledge and behavior concerning using SMPs. The
findings indicate that increased awareness of privacy on social media is
associated with an increased likelihood of individuals engaging in protective
behaviors against privacy threats and security breaches. Increased awareness
can prompt users to protect their security and privacy in response to potential
threats. Even though respondents have a strong understanding of privacy
protection, ongoing education may be required to increase their awareness of
privacy breaches, security threats, and security measures, which have the lowest
mean among the indicators. Additionally, they need to understand the
significance of limiting search engines and blocking someone from SMP to remain
cautious about their privacy.

CONCLUSION

Theoretical contributions

This current study attempts to fill in the gaps and, in doing so, make significant
contributions. According to our search of databases that have been peer-
reviewed, no previous study has empirically examined the students' risk
perception and privacy awareness relationship with their privacy protection
behavior in an academic setting. Furthermore, existing research on social media
privacy has generally focused on integrating only one or two of the criteria
stated.  Several studies have also examined the link between these
characteristics and privacy attitudes. Furthermore, existing research on privacy
in social media use has primarily focused on specific factors such as privacy
concerns, disclosure, and privacy settings.

The study's theoretical lenses are TRMU, U&G, and PMT to explain social media
privacy. Although not directly tested in this study, the TRMU and U&GT are
relevant as a backdrop and a framework for exploring and describing the
results. The TRMU is a compelling theory about how social media has become a
ritual in the lives of these students, leading to a lack of concern for privacy and
personal risk. The findings show that students are very aware of the dangers of
social media and have taken steps to reduce the risks and prevent adverse
effects. The U&GT examines the use of social media to satisfy varying individual
needs. Students see social media to unwind, have fun, meet people, and make
new friends.

The research shows that SMP's gathering, utilizing, and sharing of information
are perceived as a substantial risk to individuals' privacy and security. Perceived
risk is positively related to protective behavior. According to the PMT, individuals
are more inclined to engage in measures to safeguard their online privacy if
they perceive the threat to be more significant.

Practical implications

Social media continues to become more significant in both daily life and
education. The study has practical implications regarding the significance and
nature of privacy when using SMP. Students have demonstrated a high
awareness of the potential risks associated with social media usage; however,
they must take the necessary precautions to mitigate these risks and prevent any
adverse effects from active participation.

The institution may contribute significantly to students' privacy awareness by
developing a social media education and training program to teach the students
to protect their privacy. This program may include topics on the myth of total
anonymity in social media, the Data Privacy Act of 2012, types of privacy
threats and security breaches such as social engineering and phishing,
confidentiality and social media privacy settings, and best practices for safe
social networking.

Furthermore, the institution can organize a privacy day featuring speakers on
data protection topics, conduct email campaigns with privacy tips, and advertise
on traditional platforms like school papers and television to tackle diverse social
media privacy threats.

Limitations and Recommendations

Although the results are noteworthy, this study has some limitations. This study
only looked at Generation Z, which is more adept with technology and social
media. Other demographics, such as baby boomers and Generation X, should
be considered in future studies. This generation is not entirely exposed to
technology and may need to familiarize themselves with the inner workings of
SMPs.
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We searched peer-reviewed databases and found that most research is based
on a single SMP or SMPs in general. Future research may examine each SMP's
privacy protection controls by comparing them. This comparison will provide
possible sources for privacy education and privacy management.

The current study addresses perceived risk, privacy awareness, and protection
behavior. Hence, employing a comprehensive research approach that involves
other important variables is recommended. The impact of privacy on using SMP
can vary depending on several factors, including benefits, privacy concerns,
privacy self-efficacy, trust, beliefs, technology for protecting privacy, and
privacy sensitivity.
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